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The National Telephone Cooperative Association ("NTCA")
submits these comments in response to the Notice of Proposed
Rulemaking, FCC 93-496, released by the Commission on December 2,
1993, in the docket captioned above ("NPRM"). 1In this
proceeding, the Commission is examining policies and rules with
regard to toll fraud and its prevention. NTCA is a national
association of approximately 500 small local exchange carriers
("LECs") providing telecommunications services to subscribers and
interexchange carriers ("IXCs") throughout rural America.

Law abiding customers and recognized carriers are already
motivated to work together to combat fraud. Reduction in fraud
collectively benefits all carriers and legitimate customers. The
telecommunications industry already has several voluntary forums
and work efforts underway to address fraud.! NTCA members,
further motivated by their local ownership, control and service
to their customers, are already committed to minimizing the fraud
risk to which their customers are exposed. NTCA member companies

' see, A Cooperative Solution to the Fraud that Targets
Telecmp Systems, Toll Fraud Prgven?ion Compd WeMork (252 g\
Operations Forum, a copy of which is attac ‘BCDE ‘




attempt to educate, inform, and protect their subscribers and
themselves to the degree at which their involvement in the
network and industry allows. Small and rural telcos will
continue to participate in fraud reduction efforts.

The magnitude of the current fraud problem is in part
attributable to the rapid changes in the telecommunications
industry including rapid introduction of new technology,
conversion to customer ownership of CPE, and the large number of
new service providers. NTCA welcomes the Commission’s attention
to the issue and believes the Commission can play a valuable role
in assisting in developing a cooperative approach within the
industry. This role will be most effective if the Commission’s
efforts are focused primarily on prevention and detection issues,
rather than on apportioning of liability.? The latter has
considerable potential to increase litigation and reduce
cooperation. The Commission should also consider whether the
objectives of its various regulatory proposals are better served

by reliance on market forces.

2 The Commission’s conclusion that tariff limits on
liability are unreasonable without a carrier obligation to warn
customers of risks has within it the potential for extensive
litigation each time a specific type of fraud occurs for which
the carrier could not anticipate the customer’s CPE would be
vulnerable. One the other hand a general warning to customers
that criminals are out to steal their service appears more
cosmetic than useful. If the Commission adopts this conclusion
it should specify that warnings and education need not predict
the particular form of fraud. In any event, the Commission
should also make clear that the warnings are to be given to
retail customers, and are not required for carrier’s carrier
services such as offered by LEC access tariffs.



In regard to LIDB fraud, NTCA agrees that users as well as

providers of LIDB service have an obligation to contribute to
fraud control and prevention.?
To the extent it is practical for LIDB providers, IXC provision of
the originating and called numbers would permit additional fraud
control efforts. It does not appear that there is any need for the
Commission to mandate such actions, however, since they will be in
the interest of the parties involved.

NTCA also agrees with the Commission that it would be
difficult to develop a general rule on assignment of liability
because of the unpredictable variations in factual patterns.* LECs
should continue to be able to rely on the judicially sanctioned

limitation of liability provisions in their tariffs.

3 NPRM, Para. 36.

¢ NPRM, Para. 39.



IV. CONCLUSION
Fraud is a rapidly growing threat to the integrity of the

nation’s telecommunications system. The Commission’s ‘'good
offices" can play a valuable role in finding ways for otherwise
fiercely competitive carriers to cooperate in fighting a common
eneny. The lightest possible regqulatory hand by the Commission
will ensure the success of this cooperation.

Respectfully submitted,

NATIONAL TELEPHONE COOPERATIVE

ASSOCIATION
oy Seleee Ftiflon, () sy, W LW«..
Steven E. Watkins David Cosson
Sr. Industry Specialist (202) 298-2326

(202) 298-2333
Its Attorney

2626 Pennsylvania Avenue, N.W.
Washington, D.C. 20037

January 14, 1994
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TFPC POSITION PAPER ON PBX REMOTE ACCESS FRAUD

mTonanhmﬁmC&mmimdmemngeforTelewmm?:aﬁg
Mmmm the problam(faof’mﬂyremote access frasud at private branch Xs),
voice mail and other customer premises equipment (CPE). Such fraud is a
serious liability for business customers (and other customers) of telecommunications
services, resulting in hundreds of millions of dollars of losses annually. To date, no one
can say with any confidence that a solution has been found, or that the problem is
under control.

Remote access fraud invalves the - ,,leEonrotherCPEbyoneormor;
unauthorized callers, typically purpose gaining access to restricte
information or to network facilities where the defrauder cannot be charged for
resulting calls. PBX remote access fraud is used for "call sell" operations,
where people pay defranders to place uniimised calls to international destinations.
Cmpmmdmmsswmmm;&mmmm m
Access [DISA] ports and pe in he s) have a commercial of
thousands of in the toll frand uaderworid. i have a significant
if:_lacentive, consequently, to penetrate telecommunications equipment for remote access
ud.

In analyzing this the TFPC determined that there are many actual or potential
mmuth@Edmmmwmmm Itis
reasonable to expect that party will act responsibly when providing such
_ﬁ:ﬂg%cm,toemethata propriate security against remote access fraud is included.
e identified the following as industry segments that are involved in this issue:

-- the business owner -- local telephone companies
-- the consultant -- long distance carriers
- sales fl installation ﬁrmsufa - }aw enforcement agencies
-- original equipment manufacturers - legislators
- manufacturers of adjunct - insurers e
equipment - consumer/user groups.
- marketers of secondary or groups
refurbished equipment
Many of these segments may be involved in an individual CPE configuration. The
typical PBX goes through steps: a needs assessment, equipment evaluation,
purchase decision, equipment installation and testing, maintenance, ing
use, and eventual retirement/replacement. Thus, it falls to many parties to evaluate
the ity of a telecommunications environment at progressive steps in the
equipment’s life cycle.

With this distribution of responsibility, security is often neglected. This simplifies
enormously the task of defrauders, who persistently look for CPE with lax security to
use for their illegal purposes. It is necessary to stress that the business owner, the
owner or lessee of the CPE, has the primary and paramount care, custody, and
control of the CPE.



TFPC POSITION PAPER PBX ACCESS FRAUD

The owner has the responsibility to this asset, the telecommunications

oa, otherm m mﬁxﬁé"ﬁ;
e business’s health, since every survives

communicating with other businesses and customers. Abme of the PBX by hackers,

even to the of its functioning, can carry a significant financial and

operational penalty. Consequently, thebﬁneuomrmustanurethatﬂtePBX

(and the entire telecommunications environment mder the owner’s control) is

secure from pmetrauonandabme

Itmwonhnon%gatthsfomofmbmmmfnudnam Businesses,
whether small or large corporations, are persons before the law. also
mm&mpm”mmmmmmmmm wiful
disruption of their operations and from theft. 7T defrauders of these
corporate citizens should be prosecuted to the full extent of the law.

It is esse therefore, that every support the integration of
secuntym%hmmaﬂsynem,m'mmmw have a direct

role, as is the case for the equipment manulacturer and the i ation firm. Others,
suchasle torsmdmgulators,havealeudlrect,butmlllmpo:mtrolemthe
toll fraud in general, and remote access fraud in particular.

amchmenttoth poperwﬁnutheremmofthemcm
Srevent tdwgm tlm:l:h i take. 'I'hef:
preventive action, stops party

recommendations are not exhaustive of all preventive steps, nor will those that are
adoptetcliyendremeemﬁ'aud. However, they will reduce the risks that industry
currently faces

Inulejudnmtofthemc,mdmummd tion are essential to

suceess in this area. Comsequently, the WC eeach industry
segment to deliver the maximum protection that it can i in supporting
customers of telecommunications services.

Inquiries about should be directed to the Toll Fraud Prevention
CommmeeSeattuy % -740-3573.



ATTACHMENT: SUGGESTED ANTI-FRAUD EFFORTS BY INDUSTRY SEGMENT

RESPONSIBILITIES OF THE BUSINESS OWNER:

The basic of the business owmer is to devote adequate resources (time,
talent, capital, etc.) to the selection of CPE asd to its _inchuding fraud

ntion, detection, and deterrence. It is an essontial the business.
Jgge owner must demand that internal staff and external , such

as consultants, include security concerns in the evaluation, design and operation of the
telecommunication environment for his/her business.

Other cfforts are recommended to assure that security matches the importance
placed on efficiency l,uymomy, accountability, etc., as considerations in PBX and CPE
design.

- Enlist knowledgeable professional support (consultants, security experts) as

needed.

-mlndadesecuityuapnme' consideration in the definition of system and user
- i s to 3 ly the uested. Other
z:anelu”hg pmmdeonlymwﬁu : ‘ iy

noted.
- Include support in maintenancs agreements. Identify emergency
gmom'wbemdumyampi&noﬂmﬂwabm.
- and implement an anti-fraud pian. Balist in the plan; provide
a feedback system for emergency alerts. Monitor and refine the plan.
-Mamgetheubeommuniuﬁommmwhenimtﬂhd:monimrm
continually; assign and encrypt passwords; restrict access in, out, tween
interconnocted nodes of the system; assure the compatibility and security of
interconnected CPE.
-- Enlist l]aw enforcement agencies when victimized; preserve evidence for
tion.
-Secure rr::’evant documentation, to avoid compromise and piracy of data,
etc.
- ¢ access to the physical facilities, cabling, access ports, administrative
terminals, etc.

RESPONSIBILITIES OF THE CONSULTANT:

The consultant supports the business owner in deciding what of equipment to buy,
whn.ttypeofsetvicestoimtall,andhowtocuﬁmbothequignfm services for the
desired operational environment. It is the comsultant’s frequently to act in

of the owner. Consequently, the consultant has same tasks as the owner.
rusted for special expertise, the consultant st piace high ng his/her priorities the

establishment of a secure telecommunications environment. is requires that the
comultantbemmreofany&and' ications ing the system bein
recommended, ensure that others invo (vendors, installation technicians, etc.

meet or exceed the levels of security needed. The consultant should take steps to ensure
that security is cared at the time of mstallation and into the future.



Additional support efforts are appropriate:

- Understand all current fraud expesures with CPE, and know how to minimize, if
not prevent, in the cusrent sloconummications environment.

- Consider %m making a recosnendation on equipment, and

. detail in writing to the owner the fraud of the final tion.

- Understand how features in the Jocal and distance carriers’ services can be
used to enhance the security of the equipment.

- Be knowledgeabie of and make the owner aware of adjunct equipment that can

help prevent and identify abuse.

RESPONSIBILITIES OF THE SALES AND INSTALLATION FIRMS:

The sales and installstion firms, which will frequently provide ing service and
maintenance of the CPE, should assist in educating the business owner about the risks
and vulnerabilities of the equipment. While stressing the value of the system’s features,

the sales agents should make known the dangers of toll fraud.
Additional support efforts are appropriate:

- Be compietely familiar with the ’s features, inchading those subject to
gpﬂ*ﬁﬁm,m&uﬁﬂﬁmmhmmm

tures, etc.

- Identify and change any defauit codes that eontrol access to features and facilities
that are subject to compromise and abuse. Secure such replacement codes with
responsiblc management personnel.

--Deactivate features that are not needed, with the full knowledge of the customer.

- Establish time of day restrictions, such as no access to international calling at
night and on weekends.

- Restrict access to facilities (WATS, public network "dial 9") and establish calling
privileges/limits (internal, local, domestic, international) as appropriate.

Wmmﬂmmwmummmcr
B AND MARKETERS OF SECONDARY/ REFURBISHED

These industry segments a special role in the industry from toll fraud.
mmmm«m%mm and effective security protections
to complement the advanced telecommunications features required by businesses. In
marny cases customaers are not awere of the need for such protections and do not request
them. They are often wnaware of the vulnerabilities of an unprotected system and of the

dogged drive of the hacker to find new PBXs to abuse.



Additional support efforts are appropriate:
-Lutmm mecmmﬁumanduumuﬂmmnmaryto

mmu requests; remove default passwords
ﬁomfemd-DlSAmuthuuﬂyamthem
-Securemwmhldntthecamhmmdmemwaplbmuesand

—%mﬁaﬁnwhmwmmmdwmpmm
and abuse.

—Make upgrades to the CPE’s controlling software by methods more secure than a
dial-up modem with default passwords. mewteﬂnecustomer’sCPE
Care ?h.eneanhyandcomp-tblg“ of adjunct and refurbished equipm

- or ent
with other intercomnected the customer’s network. “
—Educate the customer thoroughly, mchdh.mpponformergmxpu etc.

RESPONSIBILITIES OF THE LOCAL TELEPRONE COMPANIES:

The local telephone ahlveammorﬁngmleforamomenwho
mm«.m CPB. not know what a customer is
Nor are the L mmydmﬂoqmpmemthatu

available to business owners. However, can to combat fraud by promoting an
he)ghtemdaoamtycmoemamongaﬂﬂ:‘:ym.:z >

Other suggested efforts include:
- Conduct wide customer education through bill inserts, addressing end user

~Es?dmhm~dmmummmmmu,eqmpmem
man etc. to educate customers.

--Evaluate all LEC products and services for wal;g;omem bet:eore deployment.

suggestad sosunity functions of - and t, as
-Alenﬂwwmmwm repw,M)to
thenpoftoﬂhud,sothatthesestaﬁsanbettersupport owners who

. mmmm(uumwmmam)

Mnﬁm complement
a0 ong ditanes notvork momierg

amimmz 3“!“ % potential fraud patterns
ml:’m etc.) as early as possible
support 10 a seven: duym hour basis.
Conunuctbeueofmmntymm tosupportlongdutance company
and customer i
--Cooperate with law enforcement agencxes in education, investigation, and
rosecution efforts.
-De lppmedqcmqentauonforfedcnlmdloml%ulntors,msu port of
guidelines allowing timely and responsive security efforts in cases o toll fraud.
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RESPONSIBILITIES OF THE LONG DISTANCE COMPANIES:

m jes (IXCs) ave the networks that bear the brunt of
Th‘ ulluzedln to international destinations. IXCs

then'cmmwiﬂ: ». variety of monitoring capabilities and
protecnon (in ty) plans. IXCs also can combat fraud by continuing the extensive

educational campalgns to all customers.
Other suggested efforts include:
—Perform network monitoring of 800 calling and calls directed to international

destinations, to identify suspemd frand

— Alert their custemer contact personnsl office, operator services, repair,
salelllerviee)totheupofwllm s0 that these staffs can better support

- Include in tllw m y information that will
alert customers to network s and m protections.

--Continue the use of security staffs customer inquiries.

- Cooperate with law enforeemem in education, mvestlgatlon, and

rosecution efforts.

- lop case documentation for federal and local regulators, in support of
guidelines allowing timely and responsive security in cases of toll fraud.

RESPONSIBILITIES OF REGULATORS:

Regulators perform a critical task in defiming how the market acts and reacts. In the
mgul(x;f toll fraud, ators shoyld recognize that it costs the telecommunications

industry (and ultimately consumers and shareholders) billions of dollars annually. Those
best able to combat fr::g should b;nempowered to take timely alxlll:lueffecme steps to
minimize its incidence severity. mmuremhm gmde mlghtlppearto

revent LECs andfor IXCs from disconmecting u%ersmatunely manner.

mpanies that operate. across- many -states are frequently subject to confhicting rules
.thatdonotmctthereﬂiﬁuotm ¥ toll fraud. Confusion over
rules covering-collection and security activities allows defranders to stay on the network
Regulators should act to clarify such areas. L e _ ] .
Additional suggestions are:
. —Cooperate acrbss jurisdictions (e. 'ﬂlroud'n NARUC, the FCC) to standardxze
- ﬁu':m that timely and e responses against- tglcl:) fraud.
ert cmw periodic press releases about the vulnerabilities of toll
" fraud and their responsibilities to tehe effective precautions™

-Stxmulnteeﬂeeﬁvelephuonpm toll fraud, and promote its enforcement.
-AnowLBCswdlnyaeme,hoﬂlbehenismbhshegt:ndaﬁermtananon

takes place, @ |
mications service provide to cooperate in combating toll fraud
through the exchenge of customer information.

Page 4



RESPONSIBILITIES OF LEGISLATORS:

tors environment in to the drive of
ﬂ mmmumyma environmemm
service previders can hrluthexrfullskillstothe

mmmdmﬂmmm“onﬁauduapmfwonal

endeavor that continually adapts.
Other steps are:
- Create no anti-fraud mandates that pit
ot?er awﬁmmmm tothe
solution.
~Create incentives for the industry to work sooperatively the problem.
-smmmmmmaum so that they
m pursue and prosssuts of tofl fraud.
wﬁn—l mm impunity enjoyed by those who
uapmlalim.
RESPONSIBILITIES OF INSURERS:
m@mmmuummwmmfmm
fraud lia Insurers can contribute to - the
education of Mmenmbym rﬂl and s related to toll fraud,
g)gether o;;:pqﬂely to'l'litfl:'a o:ihet risk all bﬁn%mde;t
ackagin u liability rofitably prom
bunnesse% to take m P the incidence of

remote access fraud.

RESPONSIBILITIES OF END USER GROUPS:

Trade associations and selecommunications ¢nd uweer can also broadcast that toll
&auduangnﬁe-tr&mmm many sides will reinforce the
protestive action. User groups are particularly valuable in this mode.

F thei of vendo
ro.equcntlyﬂythf};eym“l by their use of a single technology or a single r.

Consequen readiclly share both negative
These grou provide the "critical mass" needed to stmmlate development of
new techno ogy

RESPONSIBILITIES OF LAW ENFORCEMENT AGENCIES:

Wlﬁletollfnud sppear as a victimless crime, or one of less pressing priority for
nev& the operational and financial harm done to businesses by
telecommumcauons defrauders is substantial. Federal and state laws variously define
telecommunications fraud and place enforcement responsibilities in many o tions.
It is important that this distribution not hinder timely investigations and effective
enforcement. Police officers should te across jurisdictions to investigate
xmJ)ected cases, and district attorneys sho %gecute cases to deter future toll fraud
restitution for victimized businesses. enforcement community can also aid
the e:ﬂsent:lal educational effort through its own support of end user groups, business
councils, etc
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Alliance for Telecommum’cat_lons
Industry Solutions

Sponsor of the

Carrier Ligison
Committee

1200 G Street, N.W.
Svite 500
Washington, D.C. 20005

202-434-8846
FAX: 202-393-5453

Margaret Bumgarner
Chairman

Paul Hart
Vice Chairman

Harry Miller
Secretary

November 30, 1993

TO: CLC Committee Members, OBF & ICCF

erators
4
FROM: ygaret Bumgarner

SUBJECT: Position Paper

Attached is an advanced copy of a position
paper titled, i
This

document was developed by the Toll Fraud
Prevention Coomittee of the NOF. Unlike most
of the documents developed by this group, this
paper is intended to have a large
distribution. As a result, the committee has
suggested that this paper be forwarded for
digtribution to the CLC membership.

It is obvious that a great deal of work and
cooperation went into the development of this
paper. The CLC members should recognize their
TFPC participants for their efforts.
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distribution. As a result, the committee has
suggested that this paper be forwarded for
distribution to the CLC membership.
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Sponsored by the

Allisnce for Telecommunications

Industry Soiutions

November 10, 1993

Margaret Bumgarner

Atuchedisanaduaeeeowofawdmmﬁbd, ‘ ‘
: e Booamants O olonod oy tais growp, th pare
ee o . most group, r
is intended to have a distribution. As a resuit, the committee mdtha?gleu
paper be forwarded for ibution to the CLC membership.

It is obvious that a great deal of work and went into the development of this
paper. The CLC members should recognize their TFPC participants for their efforts.

If you have any questions, or require additional information please call me.

Lllu

Rick Harrison
NOF Moderator

Attachment

Rick Harrison, Moderator « Sally N. Katz, Secretary
290 W. Mt. Plesssnt Avenue o Room 4E231 . Livingston, NJ 07039
Phone 201 740-3558 . FAX 201 740-8929



I, Rita H. Bolden, certify that a copy of the foregoing
Comments of the National Telephone Cooperative Association in
CC Docket No. 93-292 was served on this 14th day of January 1994,
by first-class, U.S. Mail, postage prepaid, to the following

persons on the attached list.
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